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Cryptography 
The study of secure communication techniques that 
allow only the sender and the intended recipient to view 
any information in their communication (besides their 
message lengths).

 

Symmetric Key Cryptography 
Encryption schemes that use the same key for both 
encryption and decryption. Example: AES which is widely 
used. The key size is typically 256 bits. 

 

Public/Asymmetric Key Cryptography
Encryption/Signature schemes that use a publicly  
known key for encryption and a corresponding private  
key (only known to the authorized user) for decryption.

 

Hashing
A publicly known algorithm to compress a string of 
characters into another string. Despite being publicly 
known, hashing algorithms are difficult to invert or find two 
inputs that hash to the same output (collisions). 

 

Rainbow Table Attack
A password cracking method that uses a special table to 
crack password hashes in a database.

TLS 
Transport Layer Security
A widely adopted authenticated protocol where a server 
and an application agree upon a secret key used in a 
communication session. The cryptographic algorithms 
that can be used to agree on the secret key and to encrypt 
the communication after the key agreement are defined in 
the protocol depending on the version.

RSA 
Rivest-Shamir-Adler 
An original public key cryptosystem (first published in 
1977) whose security is based on the difficulty of large 
integer factoring. 

DH 
Diffie-Hellman Key Exchange
An original key exchange method, first published in 1976, 
which allows two parties that have no prior knowledge 
of each other to jointly establish a shared key over 
an insecure network. This shared key is then used to 
encrypt further communications. The DH key exchange is 
usually executed when two nodes in a network establish 
communication via TLS. The security of the scheme is 
based on the Discrete Logarithm problem.
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Homomorphic Encryption
An advanced form of public-key or secret-key encryption 
where users without decryption keys can perform 
operations on encrypted data which results in encryptions 
of functions of the original inputs. In more detail, data 
and/or models encrypted at rest, in transit, and in use 
(ensuring sensitive data never needs to be decrypted), but 
still enables analysis of that data. Homomorphic implies 
that decryption of the result of an operation performed 
on the encrypted data is equivalent to the result of the 
operation performed on the unencrypted data. The type 
of homomorphic encryption (partial, leveled, somewhat) 
is determined by the constraints on the type of operations 
(addition, multiplication) and the number of times some 
operations can be performed.

SHE
Somewhat Homomorphic Encryption 
A public-key or secret-key encryption scheme which has 
limited homomorphic operations (not Turing complete). 
For example, RSA encryption is additively homomorphic. 
Given two ciphertexts only, there are simple operations 
which result in a third encryption which encrypts the  
sum of the two inputs.

LHE 
Leveled Homomorphic Encryption
Homomorphic encryption scheme with respect to a 
complete set of operations (AND, OR, NOT or additions 
and multiplications) with a limited number of operations 
one can perform on a ciphertext before decryption. For 
example, one LHE scheme may allow unlimited additions 
but only ten multiplications before decryption.  

 

Bootstrapping
Technique to extend a leveled homomorphic encryption 
scheme into a truly fully homomorphic encryption scheme.

FHE 
Fully Homomorphic Encryption
An encryption scheme that is homomorphic with  
respect to a (Turing) complete set of operations, like 
both addition and multiplication, with an unlimited number 
of operations before decryption. This allows computing 
any type of operations on encrypted data an unlimited 
number of times.

DP
Differential Privacy
Data anonymization method that adds randomized “noise” 
to the data (Local DP) or to the output (Global DP); the 
privacy parameter is tuned to guarantee probabilistically 
that data cannot be reverse engineered to understand the 
original inputs. The noise distribution and its parameters 
are determined based on the type of analysis done on  
the data.



Cryptography
01 TEE

Trusted Execution Environment
A physically isolated execution environment, usually  
a secure area of a main processor, that guarantees  
code and data loaded inside to be protected.

FL
Federated Learning
Statistical analysis or model training on decentralized  
data sets; a traveling algorithm where the model gets 
“smarter” with every analysis of the data.

ZKP
Zero-Knowledge Proofs
Cryptographic method by which one party can prove 
to another party that a given statement is true without 
conveying any additional information apart from the  
fact that the statement is indeed true. (Our co-founder, 
Prof. Shafi Goldwasser, is a co-inventor of ZKPs.)

ECC
Elliptic-Curve Cryptography
A category of public key encryption schemes, based  
on the algebraic structure of elliptic curves over finite 
fields. The security of the schemes is based on the elliptic 
curve variant of the Discrete Logarithm Problem.

BGV
Brakerski-Gentry-Vaikuntanathan Encryption
An RLWE based FHE scheme for integer arithmetic 
(additions and multiplications). Each ciphertext encrypts 
thousands of plaintext values.

BFG
Brakerski/Fan-Vercauteren
Similar to BGV encryption, BFG encryption is an RLWE 
based FHE scheme for integer arithmetic (additions and 
multiplications). Each ciphertext encrypts thousands of 
plaintext values.

CKKS
Cheon, Kim, Kim, Song
An RLWE FHE scheme that allows arithmetic (additions 
and multiplications) operations on real numbers via  
fixed-point approximation. Each ciphertext encrypts 
thousands of plaintext values.

TFHE/FHEW
FHE Over Torus/FHE in the West
A mixed RLWE/LWE encryption scheme where each 
ciphertext encrypts one value, often boolean. 



Cryptography
01 LWE

Learning With Errors
The computational problem of solving a system of noisy 
linear equations over a finite field. It was proposed as one 
of the first quantum safe public-key encryption schemes 
for cryptography. 

RLWE
Ring Learning With Errors
A specialized form of LWE which operates within  
the ring of polynomials over a finite field for  
efficiency reasons.

MPC
Multiparty Computation
The technique of splitting data into random shares among 
the participants and allowing computation on the shares 
to be able to combine them to obtain the result at the end. 
The users only learn the computation input and outputs 
(e.g., Yao’s millionaires’ problem). Compared to FHE, MPC 
often has much more communication between parties.

SS
Secret Sharing
A technique employed in MPC which allows users to  
hold partial secrets which reveal no information about  
the original value until all shares are combined.

GC
Garbled Circuits
An original form of MPC between two parties where 
one user encrypts a boolean circuit and the other user 
evaluates the circuit on encryptions of both parties’  
inputs. The garbled circuit can only be used once and  
the garbler sends the evaluator her encrypted inputs  
via oblivious transfer.

OT
Oblivious Transfer
A protocol where one user holds two messages and 
another requires one of these messages. The result of the 
protocol is that the latter retrieves her message without 
the former knowing which message she received.
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Privacy Enhancing Technologies
Any technology (whether software or hardware) that 
allows sensitive data to be computed on, without  
revealing the underlying data. Most commonly used  
PETs are Homomorphic Encryption, Multiparty 
Computation, Differential Privacy and Trusted  
Execution Environments (TEE).

PEC
Privacy Enhanced Computing
Gartner’s term for PETs.

PII
Personally Identifiable Information
Any data that could potentially identify a specific 
individual.

Sensitive Data
Any information protected against unwarranted  
disclosure.

PPML
Privacy Preserving Machine Learning
A technique to prevent data leakage in machine  
learning algorithms. PPML employs many privacy 
enhancing strategies to allow multiple input sources  
to collaboratively train ML models without exposing  
private or sensitive data.

VPNs
Virtual Private Networks
A service that helps users stay private online by allowing 
a secure, encrypted connection between the individual 
computer and the internet over public networks.

LBS
Location-Based Service
Services based on the location of a mobile user as 
determined by the device’s geographical location.

Secure Collaboration
An electronic information sharing capability in which 
multiple parties can securely exchange information with 
each other in an encrypted environment.



Data Privacy
The ability of individuals to control their personal 
information.

Data Anonymization
The process of scrubbing PII from data sets in order to 
preserve privacy.

De-Identification
The process of preventing someone’s identity from being 
revealed by removing the link between the data point and 
the identifier.

Re-Identification
The process of linking anonymous data with publicly 
available information.

Data Privacy
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Data Science
03 KNN

K-Nearest Neighbor
An unsupervised machine learning algorithm  
used to solve both classification and regression  
problem statements.

SQL
Structured Query Language
A standardized programming language that is used 
to manage relational databases and perform various 
operations on the data in them.

RDMS
Relational Database Management Systems
The software used to store, manage, query, and retrieve 
data stored in a relational database; provides an interface 
between users and applications and the database, as well 
as administrative functions for managing data storage, 
access, and performance.

API
Application Programming Interface
A connection between computers or computer programs 
which allows the applications to communicate.

Data Collaboration
The practice of using data to enhance partnerships, 
alliances, go-to-market efforts, and strategic initiatives.

Private Set Intersection
Private set intersection is a secure multiparty computation 
cryptographic technique that allows two parties holding 
sets to compare encrypted versions of these sets in order 
to compute the intersection.

Join
To combine tables based on shared values across a set of 
columns. Sometimes referred as vertical combination.

Merge
The process of bringing two datasets together  
into one, and aligning the rows from each based on 
common attributes.



Union
The combination of two or more tables having the exact 
same columns names with same data types. Sometimes 
is referred as horizontal combination.

ML
Machine Learning
Machine learning is a method of data analysis that 
automates analytical model building.

AI
Artificial Intelligence
The ability of machines to do tasks which involve 
discernment and other traits typically used by humans.

PIR
Private Information Retrieval
A protocol that allows a client to retrieve an element of  
a database without the owner of that database being able 
to determine which element was selected.

Data Structure
A data organization, management, and storage format 
which enables maximum efficiency.

Tokenization
The process of replacing sensitive data with unique 
identification symbols that retain all the essential 
information about the data without compromising  
its security.

Linear Regression
The process of finding a line that best fits the data points 
available in order to predict the output values for future 
data points.

Logistic Regression
A statistical analysis method to predict a binary outcome 
based on prior observations of a data set.

Data Science
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XGBoost
A scalable, distributed, gradient-boosted decision tree 
which is the leading ML for regression, classification,  
and ranking problems.

Data Normalization
The process of organizing data in a database.

Synthetic Data
Information artificially rendered to match an existing  
data set.

Data Classification
The process of tagging and categorizing data so that it 
can be easier understood and analyzed.

Data Science
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Financial
04 ATO

Account Takeover (Fraud) 
When a criminal accesses a victim’s login credentials to 
access their funds.

AML
Anti-Money Laundering 
Actions taken to reduce the phenomenon of money 
laundering - a string of transactions designed to  
eventually convert illegally obtained money into  
legally obtained money. 

FCC
Financial Crime Compliance 
The process of ensuring an organization meets standards, 
policies, and regulations designed to fight financial crimes.

KYC
Know Your Customer 
The mandatory process of identifying and verifying a 
client’s identity when opening an account and over time. 

CTF
Counter-Terrorism Financing
Laws and regulations that aim to stop the illegal financing 
of terrorism and related activities. 

FATF
Financial Action Taskforce
An intergovernmental organization which develops 
international AML policies. 



Healthcare
05 RWE

Real-World Evidence
Evidence obtained from RWD.

HITECH Act
Health Information Technology for Economic and 
Clinical Health Act
Encouraged US healthcare providers to adopt electronic 
health records and improved privacy and security for 
healthcare data. 

ONC
Office of the National Coordinator for Health 
Information Technology
The US’s federal entity to implement and use health 
information technology. 

HIPAA
Health Insurance Portability and Accountability Act
The United States’ national standards to protect 
individuals’ medical records and other individually 
identifiable health information.

PCMS
Patient Care Management Systems 
A system that enrolls or assigns patients to medical 
treatments and interventions. 

EMR
Electronic Medical Records
A digital collection of medical information about a patient. 

RWD
Real-World Data
Observational data obtained from actual patients, outside 
the realm of controlled trials.



Privacy Legislation
06 CCPA

California Consumer Privacy Act
A state statute intended to enhance privacy rights  
and consumer protection for residents of California,  
United States.

GDPR
General Data Protection Regulation
A regulation in European Union (EU) law on data protection 
and privacy.

PIPL
Personal Information Protection Law
China’s data protection and privacy law.

PIPEDA
Personal Information Protection and Electronic 
Documents Act
Canada’s data protection law for its private sector 
organizations vis-à-vis their interactions with  
commercial business.

CLOUD Act
Clarifying Lawful Overseas Use of Data Act
Allows federal law enforcement to compel US-based 
technology companies via warrant or subpoena to  
provide requested data stored on servers regardless  
of where that data is stored.

APPI
The Act on the Protection of Personal Information
Japan’s data protection law.

POPI
The Protection of Personal Information Act 2013
South Africa’s data protection law.

COPPA
Children’s Online Privacy Protection Act
A set of restrictions and regulations protecting children 
under 13 in their internet usage and activities.



CCSL
China Cyber Security Law
China’s laws regarding cyberspace sovereignty, 
cybersecurity, and protection of personal information.

PDPA
Personal Data Protection Act 2012
Singapore’s data protection law.

PDPL
Personal Data Protection Law
Bahrain’s data protection law.

CNIL
Commission Nationale de l’Informatique et des 
Libertés
France’s regulatory body for data privacy and protection.

NPC
National Privacy Commission
The Philippines’ regulatory body for data privacy  
and protection.

ICO
Information Commissioner’s Office
The UK’s regulatory body for data privacy and protection.

KVKK
Kişisel Verileri Koruma Kurumu
The Turkish Data Protection Authority.

OAIC
Office of the Australian Information Commissioner
Australia’s regulatory body for data privacy and protection.

Privacy Legislation
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PCPD
Office of the Privacy Commissioner for  
Personal Data
Hong Kong’s regulatory body for data privacy and 
protection.

DPC
Data Protection Commissioner
Ireland’s regulatory body for data privacy and protection.

AEPD
Agencia Española de Protección de Datos
The Spanish Data Protection Agency.

BCPIF
Bank Crime Prevention and Investigation 
Framework
Exception granted in PIPEDA which permits banks to 
disclose information, without an individual’s knowledge or 
consent, to another organization to investigate a breach 
of agreement or a contravention of Canadian law, or to 
detect, suppress, or prevent fraud. 

Privacy Legislation
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