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Summary 
This paper is intended to describe the suspicious activity reporting process, show how it can be made more 

effective using PETs, and, most important, presents a Savings Calculator that allows a financial institution to 

determine how it can actually save resources by adopting this risk-based, privacy-first approach. 

Introduction 
On May 4, 2022 I posted an article titled “314(b) Information Sharing: A Privacy-First Approach”. In it, I reviewed 

the USA PATRIOT Act’s section 314(b), which permits financial institutions to share customer and transactional 

information to identify and report to the federal government activities that may involve money laundering or 

terrorist activity, including predicate offenses such as fraud and corruption. But because of concerns about 

customer confidentiality and data security, less than half of financial institutions in the USA utilize this provision. I 

proposed that to overcome these concerns, regulated financial institutions must take a privacy-first approach to 

securely share customer and transactional information, which they could achieve by applying privacy-enhancing 

technology (PET) that enables financial institutions to share insights about customer, account, and transaction 

data without exposing any sensitive details. 

Information sharing under section 314(b) is just one aspect of a financial institution’s anti-money laundering and 

countering the financing of terrorism (AML/CFT) compliance program. Another aspect – perhaps the most 

complex, inefficient, and costly one – is the central purpose of AML/CFT regimes: monitoring for, identifying, 

investigating, and reporting suspicious transactions or suspicious activity. And like 314(b) information sharing, 

reporting suspicious transactions or activity can be made more effective and efficient by taking a privacy-first 

approach using privacy enhanced technologies, or PETs. 

 

https://dualitytech.com/resource-hub/314b-information-sharing-a-privacy-first-approach/
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Suspicious Activity versus Money Laundering 
The Financial Action Task Force (FATF), a global body that sets AML/CFT standards for governments and the 

private sector, has established standards in defining, and how to identify, investigate, and report suspicious 

transactions or activity. 

Notably, the FATF does not compel countries 

to have regimes where the private sector 

reports money laundering. An important 

nuance is that reporting suspicious activity is 

not necessarily equivalent to reporting 

money laundering. Financial institutions do not monitor for, detect, investigate, and report money laundering: 

they monitor for, detect, and investigate unusual or anomalous activity, and report suspicious activity, which are 

interactions or transactions that reach a “suspicious” threshold. And even though different jurisdictions have 

different standards for what is suspicious, in every case it is not a measurable, objective event, but more of a 

subjective determination based on multiple factors, influenced by institutional and individual judgment. Whether 

reported suspicious activity eventually is found to be money laundering is determined by law enforcement, 

prosecutors, and judges. 

 

A GLOBAL APPROACH 

Reporting Suspicious Activity 
While this paper focuses on the U.S. SAR filing process, and how a privacy-first approach leveraging privacy 

enhancing technologies can make that process more effective and more efficient, the same principles I will cover 

apply to suspicious activity or suspicious transaction reporting requirements in place in other countries as well.  

Below is an overview of the United States’ suspicious activity reporting requirements, however for the sake of 

comparison and illustrative purposes, the appendix includes an overview of these same requirements for Canada 

and the United Kingdom in the appendix. In all cases, the basic components are the same: monitoring customer 

and client activity, applying rules (whether basic or informed by machine learning techniques) to produce alerts, 

investigating those alerts to determine if the transaction(s) or activity meets the standard(s) of “suspicious”, and 

reporting that transaction(s) or activity to competent authorities. 

 

 

“Reporting suspicious activity is not 
reporting money laundering” 
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UNITED STATES 

Suspicious Activity Reports 
The United States offers quite an expansive timeline; one that reflects the expansive nature of the type of activity 

that is to be reported. 

First, SARs are required in three prescriptive circumstances (1 – 3, below, for national banks) and three 

subjective circumstances (4(a) – (c), below, for all financial institutions, including national banks) to report:  

1. Insider abuse involving any amount 

2. Whenever the national bank detects any known or suspected Federal criminal violation, or pattern of 

criminal violations, committed or attempted against the bank or involving a transaction or transactions 

conducted through the bank and involving or aggregating $5,000 or more in funds or other assets where 

the bank believes that it was either an actual or potential victim of a criminal violation, or series of criminal 

violations or that it was used to facilitate a criminal transaction, and the bank has a substantial basis for 

identifying a possible suspect or group of suspects 

3. Whenever the national bank detects any known or suspected Federal criminal violation, or pattern of 

criminal violations, committed or attempted against the bank or involving a transaction or transactions 

conducted through the bank and involving or aggregating $25,000 or more in funds or other assets where 

the bank believes that it was either an actual or potential victim of a criminal violation, or series of criminal 

violations, or that the bank was used to facilitate a criminal transaction, even though there is no 

substantial basis for identifying a possible suspect or group of suspects 

4. Any transaction (described as any deposit, withdrawal, transfer between accounts, exchange of currency, 

loan, extension of credit, or purchase or sale of any stock, bond, certificate of deposit, or other monetary 

instrument or investment security, or any other payment, transfer, or delivery by, through, or to a financial 

institution, by whatever means effected), conducted or attempted by, at or through the national bank and 

involving or aggregating $5,000 or more in funds or other assets, if the bank knows, suspects, or has 

reason to suspect that:  

a. The transaction involves funds derived from illegal activities or is intended or conducted to hide or 

disguise funds or assets derived from illegal activities (including, without limitation, the ownership, 

nature, source, location, or control of such funds or assets) as part of a plan to violate or evade 

any law or regulation or to avoid any transaction reporting requirement under Federal law  

b. The transaction is designed to evade any regulations promulgated under the Bank Secrecy Act  
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c. The transaction has no business or apparent lawful purpose or is not the sort in which the 

customer would normally be expected to engage, and the institution knows of no reasonable 

explanation for the transaction after examining the available facts, including the background and 

possible purpose of the transaction 

 

The time within which to file the SAR is set out in multiple regulations. The banking regulation, 21 CFR s. 

21.11(d), and the general SAR regulation, 31 CFR s. 1020.320(b)(3), provide that “A bank is required to file a 

SAR no later than 30 calendar days after the date of the initial detection of facts that may constitute a basis for 

filing a SAR. If no suspect was identified on the date of detection of the incident requiring the filing, a bank may 

delay filing a SAR for an additional 30 calendar days to identify a suspect. In no case shall reporting be delayed 

more than 60 calendar days after the date of initial detection of a reportable transaction.” 

Regulatory guidance provides even more leeway (and time) for filing a SAR. The FFIEC BSA/AML Examination 

Manual (version 2/27/2015) provides: 

The time period for filing a SAR starts when the organization, during its review or because of 

other factors, knows or has reason to suspect that the activity or transactions under review meet 

one or more of the definitions of suspicious activity. The phrase “initial detection” should not be 

interpreted as meaning the moment a transaction is highlighted for review … The 30-day (or 60-

day) period does not begin until an appropriate review is conducted and a determination is made 

that the transaction under review is “suspicious” within the meaning of the SAR regulation. 

Whenever possible, an expeditious review of the transaction or the account is recommended and 

can be of significant assistance to law enforcement. In any event, the review should be completed 

in a reasonable period of time. What constitutes a “reasonable period of time” varies according to 

the facts and circumstances of the particular matter being reviewed and the effectiveness of the 

SAR monitoring, reporting, and decision-making process of each bank. The key factor is that a 

bank has established adequate procedures for reviewing and assessing facts and circumstances 

identified as potentially suspicious, and that those procedures are documented and followed.1  

  



 Suspicious Activity Reporting Made More Efficient Through a Privacy-First Approach: An ROI Calculator 

 

 

 6 

 

 

 

 

 
 

FinCEN’s Estimate of the Burden for Reporting 
Suspicious Transactions 
As set out above, the centerpiece of the U.S. AML regime is a requirement that all financial institutions report any 

suspicious transaction or activity relevant to a possible violation of law, a violation of or attempt to evade 

regulations, or activity that “has no business or apparent lawful purpose or is not the sort in which the particular 

customer would normally be expected to engage, and the institution knows of no reasonable explanation for the 

transaction after examining the available facts, including the background and possible purpose of the transaction.” 

On May 26, 2020, FinCEN published a notice in the Federal Register titled “Proposed Updated Burden Estimate 

for Reporting Suspicious Transactions Using FinCEN Report 111 – Suspicious Activity Report”.2  

This was a ground-breaking notice, because it was the first such notice where FinCEN was able to analyze its 

own SAR Database to quantitatively assess the numbers, characteristics, and types of SARs, by institution type, 

by type of work required to be done, and by whom. The Notice set out what FinCEN sees as the six stages in the 

SAR filing process. 
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Six Stages of SAR Filing 

Stage 1 - Maintaining a Monitoring System 

Commensurate with the size of the filer and the complexity of its operations, each filer will run, update, 

and upgrade a monitoring system that reflects its assessment of risk. This monitoring system will vary in 

complexity from a manual review process to a fully automated one. 

Stage 2 – Reviewing Alerts 

When the monitoring system issues an alert, the filer will have to determine whether the alert reveals a 

true potential risk event or is a false positive. 

Stage 3 – Transforming Alerts into Cases 

If, based on the filer’s analysis, the alert points to a true potential risk event, the filer will gather additional 

information to present the case to the reviewing level that will eventually decide whether the event merits 

the filing of a SAR. 

Stage 4 – Case Review 

The appropriate level will review the case to determine whether the event constitutes a suspicious activity 

that must be reported. 

Stage 5 – Documentation of Determination 

This notice takes into account that filers document decisions they make as part of Stage 4 that lead them 

to conclude that an event does not warrant the filing of a SAR. 

Stage 6 – SAR Filing Process 

If an event warrants the filing of a SAR, the filer will follow its SAR filing process, including: (a) selecting 

supporting documentation; (b) completing the report, including drafting the narrative; (c) filing the report 

through batch or discrete filing; and (d) storing the filed report and supporting documentation in physical 

or electronic form. 
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For years, FinCEN used a one-size-fits-all-SARs method of determining the costs and burden of filing Suspicious 

Activity Reports (SARs): a flat two hours, or 120 minutes, and only for the 6th stage. With a new-found ability to 

slice-and-dice its SAR data, FinCEN added the case review (Stage 4) and documenting the decisioning (Stage 5) 

in its May 2020 notice.3 FinCEN concluded that, even without including the time to generate alerts and determine 

whether an alert required a full investigation, it still takes an institution between 45 and 315 minutes, depending 

on the type of SAR, to fulfill its reporting obligations. FinCEN admitted that: 

 “… each SAR may require a widely disparate level of effort depending largely on the amount of 

research and subjective analysis required to determine: (a) whether to file a report; (b) how to 

attribute the suspicious behavior to money laundering, financing of terrorism, or fraud typologies; 

(c) who the main persons involved in the activity are; and (d) how to explain in concise terms the 

rationale that led the filer to decide to file a SAR.”4 

FinCEN recognized that there is a complex process to monitor for 

and alert on unusual activity, determine whether to investigate that 

activity, to investigate that activity and, if it is suspicious to prepare 

and file a SAR or if not suspicious to document why it is not 

suspicious.  

FinCEN also concluded that 83.3 percent of SARs are made up of 

what FinCEN described as “standard content”, 1.6 percent are 

made up of “extended content”, and 15.1 percent are repeat SARs 

on continuing activity. FinCEN concluded that Steps 4-6 for 

“standard content” SARs should take 45 to 75 minutes to complete, 

and that Steps 4-6 for “extended content” SARs should take 205 to 

315 minutes. Repeat SARs would take 25 to 45 minutes. 

Steps 1-3 (monitoring for and generating alerts, reviewing alerts, and dispositioning alerts), which arguably may 

be the most burdensome from both time and cost perspectives, may also offer the greatest opportunities for 

driving efficiencies. The following section describes how these three steps are managed in mid- to large-size 

financial institutions. 

Also, it is notable that FinCEN estimated the total hourly remuneration of those involved in the SAR process. As 

FinCEN explained in the notice, it identified four levels of staff positions involved in the SAR process, the relative 

time spent by each role, and the estimated hourly costs associated each. 
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Suspicious Activity Monitoring, Alerting, Review, 
Investigation, and Reporting Process 
Most mid- to large-sized financial institutions use a three-level process to manage their AML alerts, although the 

specific terminology varies. For example, firms differentiate between the alerts generated by their transaction 

monitoring and customer surveillance systems from the referrals received from employees (whether tellers, 

bankers, relationship managers, or back-office operations teams). The numbers of alerts and referrals, and the 

ratio of alert to referral, differs depending on the size and sophistication of the financial institution. Here, for 

illustrative purposes, we have used a fairly typical 60:40 ratio for alerts to referrals and have used the term “alerts” 

to describe both machine-generated alerts and banker-generated referrals. 

  

In this case, Alerts (both machine-generated and human-generated) are handled in one of two ways, depending 

on pre-established rules and parameters. The highest-risk alerts – whether by amount, number of suspects, 

previous SARs on the same customers, or high-risk activities like terrorist financing – are often routed or 

escalated directly to a “case” status, where an investigative package is created, and the case is routed to the 

appropriate investigative team. In many firms, the percentage of these immediate escalations is small – often less 

than one percent. This leaves 99 percent of Alerts routed to a Level 1 Review team, or triage team. 
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Level 1 

A Level 1 review is the first opportunity that an analyst or investigator has, 

to review an alert. The analyst has three choices to make:  

1. Close the alert as a “false positive” (in blue) 

2. Determine that the activity is suspicious and there is enough 

information to file a SAR5 (in green) 

3. Determine that a full investigation is warranted (in gray) 

Level 1 reviews are generally done in minutes, and do not involve 

extensive use of external data or information. Typically, 50% of Level 1 

reviews are escalated to a full investigation, 47% are immediately closed 

as false positives, and 3% are filed as SARs. Some more mature 

organizations may often attempt to automate some or all of this process using advanced analytics and statistics. 

Alerts that are escalated immediately to case status, and Level 1 reviews that are escalated to case status, will 

then be “packaged” so that a case file is assembled for the investigator. All relevant transactions are loaded into 

the file, relevant check images may be uploaded, the customer profile is updated with any adverse media, and 

wire or ACH counterparties are identified, and their activity summarized. Information from the institution’s grand 

jury subpoena (GJS) system is also included, if available. Prior alerts, cases, and SARs are included. The case 

management system will then assign the case to either a Level 2 investigation or, in highest risk cases, directly to 

a Level 3 special investigation. For many institutions, roughly 80 percent of cases are assigned to a Level 2 

investigative team and 20 percent are assigned directly to a Level 3 special investigative team. 

Level 2 

Level 2 investigations are where most investigations and SARs occur. 

Like a Level 1 review, a Level 2 investigation has 3 possible outcomes:  

1. Close the case with a “No SAR” determination (for many 

institutions, this is the result in approximately 70 percent of cases) 

2. Determine the activity is suspicious and prepare and file a SAR 

(25 percent of cases) 

3. Escalate the case to a Level 3 special investigation (5 percent of 

cases) 

50%

3%

47%

LEVEL 1 OUTCOMES

Closed Reported Escalated

70%

25%

5%

LEVEL 2 OUTCOMES

Closed Reported Escalated
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Where Level 1 reviews are done with limited information and in 5-10 minutes, Level 2 investigations are done with 

full case files and can take, on average, two hours to complete. In addition, Level 2 investigations may include 

requests for information sent to or received from another financial institution (so-called “314(b) requests”) that, if 

undertaken, are time-intensive and manual.6 Sending a 314(b) request adds significant time to the process. It is 

not unheard to have to wait 6-9 months to receive a response, and even still, one may only expect a response on 

30% of their requests. As such, as mentioned above, the participation rate in this program is relatively low. 

Level 3 

Level 3 special investigations are the highest risk, most complex cases, and often involve multiple counterparties 

and multiple correspondent banking relationships. In theory, a Level 3 special investigation has two possible 

outcomes: close the case with a “No SAR” determination, or determine the activity is suspicious and prepare and 

file a SAR. In practice, it is rare for a Level 3 special investigation to result in a “No SAR” decision. For purposes 

of this analysis, we assume that 100 percent of Level 3 special investigations result in a SAR. 

Suspicious Activity – How Often Are Counterparties 
and Other Financial Institutions Involved? 
FinCEN SAR Stats7 include data on the 

instrument type(s) involved in the reported 

suspicious activity. There are ten available 

instrument types that can be grouped into four 

broad categories. Banks and credit unions 

(collectively “depository institutions”) included 

instrument type data approximately 1.9 million 

times in approximately 1.4 million SARs they filed 

in 2021: 

 

A counterparty, and a counterparty’s financial institution, is identifiable 

when the instruments are funds transfers and checks. This means that 

in 48.55 percent of SARs – almost half – there is an identifiable 

counterparty financial institution from which further information can be 

obtained. This is an obvious area where cross-organizational 

collaboration would be of value. 

Instrument SARs filed  % of total 

Funds transfers 526,198 27.34% 

Checks 408,080 21.21% 

Cash 737,347 38.32% 

Other 252,729 13.13% 

Total 1,924,354  

 
49% 
Of SARs have an 
identifiable 
counterparty FI 
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A Privacy-First Approach to Investigating and 
Reporting Suspicious Activity 
The six-step process outlined by FinCEN, and the 3-level process 

covered above, are rife with inefficiencies. For example, monitoring 

systems are known to have high false positive rates (sometimes as high 

as 99%), 314(b) requests are known to often take months, and analysts 

at all levels must rely on manual processes and disparate systems. All of 

this contributes to high costs – in fact, LexisNexis annual Cost of 

Compliance survey put almost a $50B price tag on these activities in 

2021, up 19% from 2020 and 58% from 2019.8 

Many of these issues are driven by missing, incomplete, or 

unobtainable data. The typical American citizen has multiple bank 

accounts, savings accounts, credit cards, investment accounts – and 

uses mobile payment apps on top of it all. This means data about any 

single consumer is spread out across a number of organizations, and 

that no one institution could possibly have a complete view of their risk 

or their customer activity. In fact, one recent statistic showed that it is 

not uncommon for American Gen Z or Millennial couples to do business 

with upwards of 30-40 financial providers!9 

Regulators and organizations like FATF, FinCEN, and others have long pointed to data sharing and collaboration 

as a solution to these challenges. As discussed in my previous article, although programs like 314(b) already exist 

to aid in this collaboration, is has been underused. Often, financial service organizations cite competition, privacy, 

security, trust, and scalability as blockers.  

This is why inter-institution collaboration requires a privacy-first approach. Instilling privacy into the investigation 

and reporting of suspicious activity unlocks the ability to share data and collaborate at scale, even unlocking 

“privacy-enhanced automation”, which compounds benefits and results. This is exactly where privacy-enhancing 

technologies come into the picture.  

 
99% 
False positive rate for 
some monitoring 
systems 

 
$50B 
In estimated monitoring 
costs for 2021 
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The Role of Privacy Enhancing Technologies (PETs) 
We’ve already covered what PETs are and what they are used for in other papers (examples here and here). To 

summarize, these are technologies and methodologies that enable users to derive powerful insights from data 

without exposing sensitive information like business relationships, personally identifiable information, and more. 

When applied to the problem of AML/CFT, PETs can allow institutions to share information and collaborate in an 

automated, intelligent, and secure manner – while significantly lowering the cost of collaboration (as well as of 

investigation and reporting).  

 

  

https://dualitytech.com/pet-privacy-enhancing-technologies-need-to-know/
https://dualitytech.com/combining-privacy-enhancing-technologies-pets-to-solve-big-data-problems/
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In fact, the financial crime-related reasons for financial institutions to share information, and to do it in a way that 

protects that information, are compelling. Indeed, the Anti-Money Laundering Act of 2020 addressed these 

reasons in its introductory “purposes” section: 

Section 6002. The purposes of this division are (1) to improve coordination and information 

sharing among … financial institutions; (2) to modernize anti-money laundering and countering 

the financing of terrorism laws to adapt the government and private sector response to new and 

emerging threats; (3) to encourage technological innovation and the adoption of new technology 

by financial institutions to more effectively counter money laundering and the financing of 

terrorism; (4) to reinforce that the anti-money laundering and countering the financing of terrorism 

policies, procedures, and controls of financial institutions shall be risk-based …”. 

 

The AML Act of 2020 also changed the BSA/AML program requirements set out in 31 USC section 5318. In 

addition to programs being “reasonably designed to assure and monitor compliance with” BSA laws and 

regulations (an existing requirement), the AML Act added that BSA/AML programs be “risk-based, including 

ensuring that more attention and resources of financial institutions should be directed toward higher-risk 

customers and activities, consistent with the risk profile of a financial institution, rather than toward lower risk 

customers and activities.” 

Given the rising costs of AML/CFT programs over the past several years, senior executives and risk professionals 

understand the need to design effective programs that provide timely, useful information to law enforcement in an 

efficient and effective manner. Old approaches of “we just want to spend enough to meet our basic regulatory 

obligations” have been supplanted by “we want to help prevent and detect financial crimes and protect our 

institution, our communities, and the financial system, but we want to do so as efficiently as possible.” 

The result is that sophisticated institutions are asking their AML/CFT vendors to address both effectiveness and 

efficiency. As related to how organizations consider using collaboration tools like PETs, they commonly ask us 

questions like, “if we adopt Duality’s privacy-protected collaboration solutions, how will our SAR processes be 

impacted?” and “if we obtain more information than we currently have, won’t the number of cases, and complexity 

of cases, go up?”. This is exactly what I’d like to address in the following section. 
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The Duality Savings Calculator for Investigating and 
Reporting Suspicious Activity 
Working with our advisors, Jim Richards, and Alison Clew, we worked to build a Savings Calculator, which allows 

financial institutions to answer those questions using their own data. We then tested and validated the calculator 

with past and present AML professionals. Using the Savings Calculator, a financial institution can perform a 

“before and after” analysis by inserting its own data across: 

• Level 1 reviews, Level 2 investigations, and Level 3 special investigations 

• The numbers and percentages of the reviews or investigations that result in a closed alert or case, an 

escalated alert or case, or a SAR filing 

• The time spent on each level of review/investigation and decision made 

• The fully loaded costs of each analyst/investigator across all three levels 

The most significant impacts are driven by two factors: first, analysts and investigators have access to more 

complete and higher quality data about the entities in alerts and cases, and second, that organizations can create 

logic around their alerting systems which allow them to automate the collaboration and data collection process, 

while preserving privacy. This has a major impact to transaction monitoring systems, who can use this better data 

to reduce their false positive rates by up to 90%.  
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While every institution will have its own inputs, we have started by creating a view of an average mid-to-large size 

financial institution. We start with this view of the current state of alerts and referrals, including the rate of 

closures, escalations, and SARs.  

Results 
After inputting this information, the Savings Calculator allows a financial institution to determine the impact on its 

SAR process after deploying Duality’s solution. Impacts include: 

• The false positive rate due to missing or incomplete information caused by an inability to collaborate 

• The percentage of Level 1 and Level 2 cases that are incorrectly closed and should lead to an outgoing 

314(b) request or SAR 

• The increase in incoming 314(b) requests from other users of PET systems 

• The change (reduction) in time spent by analysts or investigators through the automated exchange of 

314(b) information 

The Duality Savings Calculator 
Start by inputting high-level metrics about your 

program, including: 

• Total alerts per year (both system generated 

as well as referrals like subpoenas) 

• Current 314(b) requests sent and received 

each year 

• The closure, escalation, and SAR filing rates 

by level 
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Next, input times and costs by level – specifically 

fully loaded salaries as well as time spent per 

alert/case/investigation by level.  

 

 

 

 

 

 

 

 

 

 

Next, we can plug in a post-collaboration “rate of 

change” estimate for certain items, namely how 

incoming 314(b) requests and false positives should 

change. We conservatively estimate the following. 

Finally, to be as conservative as possible, add a 

further “risk adjustment” to the results. We 

conservatively input a risk adjustment of 15%.  
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Using this input information, we calculate the time and cost spent on Level 1 – Level 3 SAR and Investigation 

work before collaboration, and afterwards. This typical bank would spend approximately $41 million on these 

activities alone. 

It is important to note that as with any instance of collaboration, having more participants often yields more value. 

Anecdotally, a typical Tier 1 Bank in the USA may see about 25% of its own customers' activity, although this is 

quickly declining as younger generations use other financial services providers (e.g., investing platforms, mobile 

payment providers, etc.). That being said, sharing information helps build a better view of customer activity (and 

thereby risk) across the customer lifecycle – from onboarding, to periodic review, to transaction monitoring, to 

investigations.  

In the context of automated transaction monitoring alone, we conservatively estimate that 10% of cases would be 

eliminated had information from just one other financial institution been available (assuming a similar size and 

business profile to your own institution, and of course, existing transactions between you and them). 

After implementing duality, a financial institution should expect significant 
benefits from: 

- Lower false positive rates  

- Higher true-positive escalation rate 

(fewer alerts and cases that are incorrectly closed) 

- Faster investigations and reviews 

- Reduced time spent on manual work 

(due to privacy-enhanced automation) 

 

It is worth noting that in closed-door discussions between law enforcement, financial institutions, and regulators, 

which I too have been a part of, organizations that use privacy technology to facilitate information sharing have 

reported reductions in investigation and response time of between 90%-99%, a reduction in de-risking activities 

due to a better view of customer risk and transactions, and a better customer experience due to less blocked 

transactions. 

In fact, using figures based on this typical bank (and the inputs used above), they would expect savings of $19 

million (versus a starting cost of $41 million), a savings of approximately 50%.  

Again, to be as conservative as possible, we also add a further “risk adjustment” of 15% to the potential savings, 

yielding a final savings cost of over $16 million, or a 40% savings. 

 

 $19M 
Expected savings  
(off of a cost of $41M) 
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It has long been clear that financial crime is a shared problem that necessitates a shared solution. Although 

regulators and other industry leaders have long been calling for more collaboration, many of these efforts have 

(justifiably) been hampered by external factors, as well as (understandable) questions around the costs and 

benefits. At the end of the day, it costs time and money to collaborate, and it is challenging to tell what the savings 

or return on investment might be. With the advent of PETs that are understood and used by the public and private 

sector alike, these days are now behind us. And with this adjoining calculator (which you can access here), our 

hope is that the benefits of privacy protected collaboration will be better understood, and that this will be a useful 

tool for risk professionals around the globe. 

If you download and use our calculator, or if you have any questions, we’d love to 
get your feedback!  

Please contact us at: 

info@dualitytech.com 

+1 917 300 0764 

  

 

Effectiveness, 
Efficiency, Risk, 
and Privacy 

 

http://www.dualitytech.com/aml-cft-savings-calculator
mailto:info@dualitytech.com
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APPENDIX – Suspicious Activity Reporting Process in 
Canada and the UK 
 
 
CANADA 

Suspicious Transaction Reports 
Canada has a Suspicious Transaction Reports, or STRs, regime. At a high level, reporting entities must have a 

“reasonable grounds to suspect” to report a suspicious transaction10. Canadian authorities describe this as 

follows: 

 

Simple suspicion  

Simple suspicion is a lower threshold than 

“reasonable grounds to suspect” (RGS) and is 

synonymous with a "gut feeling" or "hunch". In other 

words, simple suspicion means that you have a 

feeling that something is unusual or suspicious, but 

do not have any facts, context or money laundering / 

terrorist financing (ML/TF) indicators to support that 

feeling or to reasonably conclude that a ML/TF 

offence has occurred. Simple suspicion could 

prompt you to assess related transactions to see if 

there is any additional information that would 

support or confirm your suspicion. 

Reasonable Grounds to Suspect 

RGS is the required threshold to submit an STR to 

FINTRAC and is a step above simple suspicion, 

meaning that there is a possibility that an ML/TF 

offence has occurred. You do not have to verify the 

facts, context or ML/TF indicators that led to your 

suspicion, nor do you have to prove that an ML/TF 

offence has occurred in order to reach RGS. Your 

suspicion must be reasonable and therefore, not 

biased or prejudiced. 
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Reaching RGS means that you considered 

the facts, context and ML/TF indicators 

related to a financial transaction and, after 

having reviewed this information, you 

concluded that there are RGS that the 

particular financial transaction you’re 

reviewing is related to the commission of a 

ML/TF offence. You must be able to 

demonstrate and articulate your suspicion of 

ML/TF in such a way that another individual 

reviewing the same material with similar 

knowledge, experience, or training would 

likely reach the same conclusion. 

The explanation of your assessment should 

be included in the narrative portion, Part G, 

of the STR. Many factors will support your assessment and conclusion that an ML/TF offence has possibly 

occurred; they should all be included in your STR. 

The time to file an STR is also instructive: “you must submit an STR as soon as practicable”. This vague 

timeframe is described as “a time period that falls in-between immediately and as soon as possible, within which a 

suspicious transaction report (STR) must be submitted to FINTRAC. The completion and submission of the STR 

should take priority over other tasks. In this context, the report must be completed promptly, considering the facts 

and circumstances of the situation. While some delay is permitted, it must have a reasonable explanation.”11 

 

  

Reasonable grounds to believe 

Reasonable grounds to believe is a higher threshold than 

RGS and is beyond what is required to submit an STR. 

Reasonable grounds to believe means that there are 

verified facts that support the probability that an ML/TF 

offence has occurred. In other words, there is enough 

evidence to support a reasonable and trained person to 

believe, not just suspect, that an ML/TF offence has 

occurred. For example, law enforcement must reach 

reasonable grounds to believe that criminal activity has 

occurred before they can obtain judicial authorizations, 

such as a production order. 
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UNITED KINGDOM 

Suspicious Activity Reports (SARs) regime 
The United Kingdom’s SARs regime requires that “as soon as you ‘know’ or ‘suspect’ that a person is engaged in 

money laundering or dealing in criminal property”, you must submit a SAR “as soon as is practicable.”12 

The UK’s National Crime Agency provides FAQs on submitting SARs. Question 7 provides “what constitutes 

‘suspicion’? What is the threshold for suspicion, and when do I hit that threshold to submit a SAR?”  

The answer is striking:  

The NCA is unable to provide any advice as to when a reporter should submit a SAR, beyond 

what POCA, TACT and the Money Laundering and Terrorist Financing (Amendment) Regulations 

2019 dictate. Suspicion is not defined in legislation; however, some reporters reflect upon the 

Court of Appeal case R v Da Silva [2006] EWCA Crim 1654 in which the judge defined suspicion 

as: “… a possibility, which is more than fanciful, that the relevant facts exist”, noting that “… a 

vague feeling of unease would not suffice …”.  

It is always a matter for the reporter to decide at what point the ‘threshold’ is crossed and a 

disclosure to the NCA should be made. It is not for the NCA to comment upon what 

circumstances should or should not be deemed suspicious – red flags for suspicious activity 

should have been discussed during your firm’s AML training. More tailored advice over industry 

specific guidance is available from your sector’s trade body and/or regulator. 
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Endnotes 
 

1 The excerpt from the Manual includes three footnotes that refer to SAR Activity Review articles from 2000, 2006, 
and 2008. 

2 https://www.govinfo.gov/content/pkg/FR-2020-05-26/pdf/2020-11247.pdf. The FinCEN notice was submitted 
pursuant to the Paperwork Reduction Act, or PRA, which requires federal agencies to periodically assess and 
estimate the private sector burdens and costs of the agency’s regulatory requirements. Those assessments are 
then published in the Federal Register, and the public has the ability to provide comments. 

3 FinCEN acknowledged that it needed further data, and comments from the private sector, in order to include the 
1st, 2nd, and 3rd stages. 

4 Federal Register, May 26, 2020, volume 85, page 31601 (85 FR 31598 at 31601).  

5 A common Level 1 SAR reports what are known as “take-backs”: where the customer attempted to deposit more 
than $10,000 in cash, was told that a Currency Transaction Report would be required, then “took back” enough 
cash to fall below the CTR filing threshold. Regulatory guidance provides that this activity must be reported. 

6 See my May 4, 2022 article titled “314(b) Information Sharing: A Privacy-First Approach” 

7 https://www.fincen.gov/reports/sar-stats - the statistics are based on the categories of information included in the 
SAR form itself. The categories include the industry type (8 types), year and month the SAR was filed, the 
category and type of suspicious activity (90 types in 11 categories), the location of the suspicious activity (by 
state, county, and metropolitan area), the product type (21 types), the relationship of the suspect to the filing 
institution, and the institution’s primary regulator. 

8 https://risk.lexisnexis.com/insights-resources/research/true-cost-of-financial-crime-compliance-study-for-the-
united-states-and-canada 

9 https://www.forbes.com/sites/ronshevlin/2021/11/15/americans-shadow-financial-lives-why-banks-dont-know-
jack-or-jill/?sh=77b6e848fe34 

10 What is a suspicious transaction report? (fintrac-canafe.gc.ca)  

11 FINTRAC - Guidance glossary (fintrac-canafe.gc.ca) 

12 Suspicious Activity Reports - National Crime Agency and file (nationalcrimeagency.gov.uk) 

https://www.govinfo.gov/content/pkg/FR-2020-05-26/pdf/2020-11247.pdf
https://dualitytech.com/314b-information-sharing-a-privacy-first-approach/
https://www.fincen.gov/reports/sar-stats
https://www.forbes.com/sites/ronshevlin/2021/11/15/americans-shadow-financial-lives-why-banks-dont-know-jack-or-jill/?sh=77b6e848fe34
https://www.forbes.com/sites/ronshevlin/2021/11/15/americans-shadow-financial-lives-why-banks-dont-know-jack-or-jill/?sh=77b6e848fe34
https://www.forbes.com/sites/ronshevlin/2021/11/15/americans-shadow-financial-lives-why-banks-dont-know-jack-or-jill/?sh=77b6e848fe34
https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/Guide2/2-eng#s3
https://www.fintrac-canafe.gc.ca/guidance-directives/glossary-glossaire/1-eng#asap
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/money-laundering-and-illicit-finance/suspicious-activity-reports
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/462-sars-faq-july-2020/file

